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1 PURPOSE

This procedure is to provide guidance and direction for SR& QA personnd assigned to peform risk
based contract surveillance. This procedure defines the process to obtain data using insight, oversight
or a hybrid methods to evauate the contractor, identify emerging risks and determine if contract
performance is acceptable.

2 SCOPE

NASA SR& QA performs surveillance of Johnson Space Center contractors processes to assess and
assure contractor performance to safety, product and technical requirements. SR& QA provides the
customer ingght to these processes and when necessary, request contractor corrective action.

3 DEFINITIONS, ACRONYMS, and TERMS

Customer: Contracting Officer (CO), CO Technicd Representative (COTR), Technical Management
Representative (TMR), program/project offices, engineering and SR& QA managers.

Government Mandatory I nspection Points (GMIPs):  Specific points during a process when an
ingpection by a Government representative (i.e. SR& QA support contractors, DCMA) is required
before the process can proceed. GMIPs are identified by the Government representatives to mitigate
safety, mission, cog, or schedule risk to the Government by assuring contractor compliance to
requirements or verifying that specific actions have occurred. They are not a substitute for contractor
ingpections and should not be used in place of needed corrective action. Asaminimum, they are used
for the following purposes:

Measure control of processes

Ensure that critical characterigtics of end items meet specifications

Verify the implementation of corrective action

Verify incorporation and effectiveness of mgjor changesin processes or products
The terms NASA SR& QA Monitor and NASA QAR areinterchangeable. Contractor and other
Government agencies shall be referred as DCMA QAR, SAIC, WG, etc.
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Hybrid: A hybrid surveillance approach combines e ements of insgght and oversight and may be
indtituted at a contractor’ s facility when ahigh leve of confidence does not exist regarding the
contractor’ s ability to identify, manage and control programmeatic risks. This may occur when new
technology is acquired or a contractor employs unproven processes. In this Stuation, oversight
surveillance is used until sufficient data exist that demondtrate the contractor has dl critical processes
under control. The overgght activities usudly impose GMIPs in-series with the contractor’s
manufacturing processes. Only after the contractor’ s demondration of risk mitigation capabilities will
NASA condder trangtioning to ingght activities that rely predominantly on interna contractor data. The
trangtion period from oversight to ingght activities is hybrid and accomplished incrementaly, depending
on contractor performance.
Insight: Indght is an assurance process that uses product performance requirements and performance
metrics to ensure process cgpability, product qudity and end-item effectiveness. Insght relieson
gathering aminimum set of product or process data that provides adequate vishility into the integrity of
the product or process. The data may be acquired from contractor records, usudly in a norn-intrusve
parale method.
Insght as gpplied to a contract will result in lower levels of Government surveillance and dlow the
contractor to assume increased responsbility and accountability for the integrity of processes.
Ingght will rely heavily on evaluating planned contract ddliverables and existing contractor
procedures and working documents.

Oversight: Oversght is an assurance process that uses customer-imposed product specification and
process controls, such as Govt. Specifications, Govt. Standards and mandatory inspections, to direct
the development and production of the product. Oversight isintrusivein that it requires gethering
contractor product or process data through on-gte, in-series involvement in the process. Oversght
entalls very detailed monitoring of the processitsdf. Overdgght isan in-lineinvolvement in an activity,
principaly through ingpection, with review and gpprova authority implicit to the degree necessary to
assure that a process or product’ s key characteristics are stable and in control. Government Mandatory
Inspection Points (GMIPs) will be determined primarily by NASA SR& QA.

Q-REX: Aninternd Hight Equipment Division database used to supplement the on-going SR& QA
contract surveillance activities. Q-REX has awide variety of capabilitiesto include:
- Documenting al surveillance activities (processes, schedules, risk ratings, etc.)

Providing data for trend analysis

Serving as a consolidated system for storage of historica surveillance data

Providing management with the status of the hedlth of a contractor’s processes and quality

sysems

Documenting and tracking contractor Corrective Actions
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4.  QUALITY RECORDSAND FORMS

4.1  Quality Records
- SR&QA Contract Surveillance Plan
Monthly Risk Assessment Stoplight Charts

4.2 Other Recordsand Forms

None

S SAFETY PRECAUTIONS AND WARNING NOTES

None

6 REFERENCES

JSC Procurement Ingtruction (JPI) PART 46, Quality Assurance

NPG 8735.2, Management of Government Safety and Mission Assurance Surveillance Functions for
NASA Contracts

NPG 8000.4, Risk Management Procedures and Guiddlines

7. TOOLS, EQUIPMENT, AND MATERIALS

SR& QA Contract Surveillance Database (Q-REX)

8 PERSONNEL TRAINING AND CERTIFICATION

Contracting Officer’s Technical Representative (COTR) Course
Performance Based Contracting and Risk Based Surveillance

9 RESPONSIBILITIES

SR& QA Contract Surveillance

The Hight Equipment Divison (FED) will review procurement documents to determine the need for
contract SR& QA survelllance. The FED will determine the need to assign NASA SR& QA monitors.

A liging will be availablein the NT homepage. The NASA SR& QA monitor may delegate specific
respons bilities to support contractors and other government agencies. When required, the NASA

SR& QA monitor may provide input to contractor performance evaluaions. It is the responghility of the
NASA SR& QA monitor to perform contract risk assessments for contractor SR& QA activitiesin
support of the customers.
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Risk Management

SR& QA monitors are responsible for the following risk management processes:

Risk Planning (Appendix A, Developing a surveillance risk management strategy)
identifying customer requirements
identifying contract deficiencies
Identifying key processes and documenting rationae (ref. Appendix B, Sample of
contractor key processes)
Risk Assessment (Assigning risk ratings, see appendix C, Sample of risk determination)
Risk Handling (see Appendix E, Sample of level of penetration)
performing SR& QA system evauations (where gpplicable)
developing and maintaining contract surveillance plans for risk handling
prioritizing work based on risk classfications
conducting product audits
sdecting risk handling methods
process proofing/assessments
performing/documenting surveillance (including assessing/re-assessing) per surveillance plan
andyzing data
Rlsk Monitoring
evauating supplier performance
lab testing
requesting and following-up on corrective actions
congdering and requesting surveillance (i.e. Government Source Ingpection) &t the
subcontract level
compliance with SR& QA Surveillance Database reporting requirements
adjusting surveillance plan frequency/intendity based on documented analysis and contracts
changes

Risk Documentation (Surveillance records)

authorizing and accepting shipments

gpproving safety & mission assurance products

goproving certification products, type 1 data submittal, Materid Review Board (MRB)
dispositions, drawings, etc.

developing monthly stoplight chart (see Appendix D, Sample monthly risk assessment stop-light
chart) by the 10" working day of the month

maintain record retention (process assessments, Weekly Activity Reports, NASA audits, CARs
(ref. Appendix F, NASA FED Corrective Action Process) performance appraisas, etc), when
it cannot be entered into Q-REX. Electronic reporting and storage is preferred. Q-REX shdll
be the primary repository of SR& QA assessments and evauations

request contractor self-assessments

providing performance eva uation inputs

reviewing subcontractor Government Source Inspection (GSl) reports
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*Where necessary, monitors may enlist the help of others (contractors, other govt. agencies) in
performing these evauations. NOTE: Risk assessment evauations are the sole responshility of the
NASA SR& QA monitor. Any conflict between NASA and delegated agencies, the assigned
NASA SR& QA direction will take precedence. Data calswill be reviewed and approved by the
NASA QAR prior to submittal.

10 PROCEDURE

10.1 General Surveillance Activities

The SR& QA monitor will congder the following activities as part of their survelllance of the contractor:

a attend interna project meetings, safety briefings, technica interchange and staff meetings

b. review progress reports such asinterna memos, accident/injury reports, activity reports, post-
test reports, corrective action, out-of-family natifications, problem summaries.

C. Perform "factory floor" wak around; discuss project and safety status with company employees
on nortinterference basis

d. Check for proper flowdown of engineering planning and use of current and formd
worksheetsingtructions by operators

e Monitor for presence of contractor engineering on factory floor, Materid Review Board, and
Corrective Action Board

f. Observe the contractor's priorities. Schedule? Cost/profit? Safety? Contract performance?
Wheat indicators are tracked?

o] Observeif functiond departments are integrated routinely to each other (for example,
engineering with quality assurance, manufacturing, logistics, occupationd safety, flight safety &
Mission assurance)

h. Perform Government Mandatory Inspections (GMIPs), when required

I. Review and gpprove engineering design changes and waiver/deviations, as authorized

J. Review and approve Materid Review Board (MRB) recommended dispositions with the

following exceptions: The monitor shdl receive the gpprova of the cognizant JISC SR& QA

design function prior to gpproving MRBs dispositions impacting design, hazardous testing,
configuration or certification (USA-AS-1S, REPAIR, WAIVER, downgrade to class 2 for
qudification, certification or hazardous testing)

Monitor Physica Configuration Audits (PCAs) and Functiond Configuration Audits (FCAS)

Conduct evaluations, assessments and audits of pecific contractor operations

Review specific contractor-prepared plans, procedures, drawings, etc

Recommend approva of Type 1 SR& QA contractuad ddiverables

53—~
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10.2 Deveoping the SR& QA Surveillance Plan
Thelevd of detall will vary depending on the contractor, complexity, and criticdity of flight, flight-like
hardware, Ground Support Equipment (GSE) or facility. NOTE: This plan supports but does not
supersede the customer’ s contract surveillance plan. Asaminimum, al plans must include the following:
Summary of drategy for getting customer input on risk handling planning (may be discontinued if

a

b.

f.
g
h.
I.

customers are repeatedly non-responsive)

List of key processesin each risk category, and supporting rationae (for both key process
identification and risk level classfications)

List of critical processes, program baselined hazard controls and CIL retention rationde
processes/characterigtics (if gpplicable)

Ligt of customer imposed mandatory survelllance tasks (if gpplicable)

Survelllance techniques (e.g., product audits, data andlyd's, process proofing, re-proofing of
revised processes) planned for each key process and mandatory/safety of flight/flight critical
action, induding scheduled sampling/frequency/intengty

Process for performing or assigting others performing surveillance (if applicable)
Schedule for proofing/re-proofing high risk key processes.

Coordination with customers

Approva by Chief, Hight Equipment Divison

10.3 Phase-Out of NASA Oversght/Hybrid Activity

It isNASA'sintent to maintain the JISC SR& QA oversight/hybrid role until it is demonstrated that
process surveillance will suffice, because the contractor's comparable ingpection has been proven
adequate, or because the process is stable and capable to the extent that inspection is unnecessary.
When a successful trangition to ingght has been completed, JSC SR& QA may continue to assist the
customer in monitoring and assessing selected items, processes, or conditions that may increase risk.
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APPENDIX A

Developing a surveillance risk management strategy

IDENTIFY
KEY FROCESES

WOULD FAILURE. ..

IMPLEMENT
\ “INSGHT”
SURVBLLANCE
A
EVALUATE CONTRACTOR S FROCESTES
X WORK WITH P
QONTRACTORTO |
IMPROVE
CONA NO
IN
PROCESES? IMPLEMIENT
> “OVERIGHT
SURVEILLANCE
YES
€ WORK WITH NO
X QONTRACTOR
TOIMPROVE
QoD NO DID
CONTRACTOR IMALEMENT CONTRACTOR\ YES
HISTORY? “HYBRD’ PERFORM >
SURVELLANCE WELL?
YES
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APPENDIX B:

SAMPLE OF CONTRACTOR KEY PROCESSES

Congder the following key processes when developing their contractor surveillance activities. Thisisnot an
all-inclusive list. The SR& QA monitor should also assess the prime contractor flow down, control and
vaidation of subtier suppliers of these key processes.

l. MANGEMENT RESPONSIBILITY
- Quality System

Quality Planning
Management Review/Assessment
Customer Complaints
Management Representative
Document Control
Records
Customer focus/r esponsiveness
Management commitment

. MEASUREMENT, ANALYSIS& IMPROVEMENT
- Test & Inspection (when collecting statistical data)
Corrective & Preventative Action
- Problem Reporting and Corrective Action (PRACA)
Statistical Techniques
Nonconfor ming Product
- Materid Review Board
Standard Repair Procedures
- Problem Reporting and Corrective Action

[1l. RESOURCE MANAGEMENT

Training

Internal Audits

Occupatlonal Safety Program
Voluntary Protection Program
Close cdl, Mishap/Incident Reporting
Safety-wak-thru's
Test safety
Hazard assessments/operations

VERIFY THAT THISISTHE CORRECT VERSION BEFORE USE



Johnson Space Center Safety, Reliability, and Quality Assurance Process for Contract Surveillance
Work Instruction Document No. NT-ADM-011 Revision: B
Date: 03/18/2003 Page 11 of 17

IV. PRODUCT REALIZATION (Flight, Flight-Like har dwar e, softwar e, facility and GSE)
Purchasing
Requirements flowdown
Government Source Inspection
Contractor source inspection
Supplier audits
Vendor Rating System
Shlpplng Receiving, Storage & Handling
Traceability
M etrology
Cdibration software, GSE and flight items
Test & Inspection
Desgnated Veification (DV)
Software verification & vaidation
Test Readiness Reviews (TRRS)
Hazard Assessment/Andysis
Acceptance Testing (Pre-ddivery, Pre-Inddlation, qudification, functiona, etc)
Manufacturlng/Fabrlcatlon Control
Parts, EEE and mechanica control
Specid processes — processes that require operator certification to NASA approved standards,
Gases/fluids, pressure systems, Contamination Control, Electrica Static Discharge, Food handling...
Configuration Management
Desgn, configuration & drawing control
Desgn Reviews
Alternate/equivaent parts
NASA requirements implementation
NASA Board support (Configuration Control Board, SMART, Safety, €etc).
Certification, GCAR, Safety products, AR (S&MA)
FMEA/CIL and Hazard Control identification, control and implementation (S&MA)
Acceptance Data Package (ADP)
Flight, Misson, Rollout Readiness Reviews- Certification of Hight Readiness (COFR), (S&MA)
- Criticdl processes identification, control and implementation
Mission/Training Event support
MER/NBL/Simulators
Crew Procedures
Bench Reviews
KSC Reviews, testing/smulations (i.e. TCDT, CEIT)
Food processing
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APPENDIX C

SAMPLE OF RISK DETERMINATION

Mostly insight surveillance with — i i
some oversight including periodic Significant oversight with frequent
supplier assessment supplier assessment

(03]

Leve Risk - Likelihood of Occurrence

N

Z=
=

oOoOI~-rmx-—r
w

1 Minimal/Remote
2 Smadl/Unlikely ‘
3 Acceptable/Likely
4 Large/Highly Likely 2 isk Increases the Potential
5 Significant/Near Certainty r Supplier A ent
1
Limited supplier
surveillance with little 1 2 3 4 5
to no Supplier CONEQUENCE
assessment
Risk Consequence of Occurrence
Leve *Technical Schedule
1 Minimal or no impact Minimal or no impact
2 Acceptable, noncompliance to Additional resources required; able to
internal contractor requirements meet need dates
3 Acceptable, contract Minor slip in key milestone; not able to
noncompliance to NASA meet need dates
requirements, no direct impact to
mission, equipment or life
4 Unacceptable, facility, GSE, Major slip in key milestone or critical
hardware damage or impact to path impacted
Mi Ssion success.
5 Unacceptable, loss of life Can't achieve key team or mgjor program
milestones
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A
APPENDIX D

Sample Monthly Risk Assessment Stop-light Chart

Nov-02

SR& QA Resident Mgt Office (RMO)-TBD (NASA), TBD (DCMA)

Green Process operating at anominal level
Yellow Emerging Risk. Process exhibits weakness that may result in nonconformance or failure
Red Process has experienced afailure

RISK ASSESSMENT

Y ellow: The contractor did not procurecritical item from an approved vendor. Current Surveillance Method: Hybrid. Penetration
Level: 2/Intermediate. Risk rating: 3/3

KEY PROCESS
PRODUCT
REALIZATION
PURCHASING

RESOURCE MGT
MEASUREMENT,
ANALYSIS&
IMPROVEMENT
MANGEMENT
RESPONSIBILITY

Rows:

STATUS PV PV Due COMMENTS
Yelow N/A N/A

CARXXX | Jul-02 Apr-03 Crit 1 item was procured from an unapproved source.
ECD Feb 03

Jan-02 Jan-03 No issues this period.
Dec-01 Dec-02 No issues this period

Nov-01 Nov-02  Noissuesthisperiod

Stoplight Chart Ingtructions

1% row: Contractor’s name, Assigned Govt. QAS(s) and rating period.
2™ row: Rating definitions.
3" row: Column titles

Columns

1% column: Key processes derived from Appendix B, Sample of contractor key process, and contractor

specific processes.
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2™ column: Status is assigned following analysis of data gathered during the reporting period (using Q-REX,
contractor data, customer feedback, and any other applicable data). The status rating should reflect the current
process condition and data should be available to illustrate how the rating was derived, if requested. Minor
one-time process anomalies or deficiencies should not change process status. Adverse trends or recurring
minor deficiencies would be cause for status change and corrective action would be required.

3" column: Process verification is date of last “ full scale’ process assessment. NOTE: Current contractors
may be “ Grandfathered” and re-basdined.

4" column: Process verification due, typicaly an annual event unless surveillance dataindicates need for
increased frequency.

5™ column: Comments should briefly explain current process status rating, what data was used in
determining the status, and any positive or negative changes that have taken place in the process. Changesin
the comments block from one report to the next should be made in bold text. A Ydlow or Red rating must
incdude the fallowing information:

1. Contractor or Government corrective action.

2. Document type and tracking number.
3. Edtimated completion date.
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Level

0 ® Accept performing organization’ stasks at face value (based on assessment that no penetration is required)
® Contractor develops and implements verification plan

APPENDIX E
SAMPLE OF LEVEL OF PENETRATION

No Penetration

Level

2 ® |ncludes low penetration with addition of daily or weekly involvement to identify and resolve issues

| nter mediate Penetr ation

® Review verification plan, itsimplementation, and selected verification closure data
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APPENDIX F

NASA FED CORRECTIVE ACTION PROCESS

SR& QA Caorrective Action Reports (CARS) are to be written for noncompliance to NASA requirements or
as implemented by the contractor. Contractors should be provided opportunities to correct minor
noncompliances prior to generating verbal or written CARs. Customers may request CARS to be generated
by the NASA QAR for noncompliance to technical or contract requirements. When generating CARSs, the
NASA QAR and delegated agencies shdl perform the following:

Once the NASA QAR has determine a need for a CAR, issuance of CARs should be within 30 calendar
days of occurrence of noncompliance or review of process assessments, or when requested.

Q-REX format shdl be used to input CARs and assign tracking numbers. This includes identifying the
subject of noncompliance, date, location of nonconformance, short narretive of noncompliance including
identifying objective evidence, contractor rep, requirement identified, corrective action ECD, follow-up,
and closure date.

NOTE: Since Q-REX CARsdo not have signature blocks for the contractor or the NASA QARs,
NASA Audit Formsfor externa audits may be used to submit to the contractor. However, the data must
be entered into Q-REX.

Prior to submittal to the contractor all CARs require the signed approva of the NASA QAR

Prior to closure, CARs require the NASA QAR approval.

The NASA QAR will seek CAR closure approval from affected customers when requested or

when the CAR has adirect impact to the customer

CARs may be submitted electronically to the contractor by the NASA QAR, e-mail record shdll

suffice as NASA QAR agpproval

E-mall natification of the CARs shdl be provided to NT mgt. The appropriate affected customer shdl be
notified.

Corrective action plans shal be requested within 15-30 days from the contractor with estimated
completion dates. It isthe respongbility of the contractor to perform remedid action to prevent further
noncompliance.

The QARs shdl perform follow-up for effectiveness.

CARs should be provided to the contractor’ s designed point- of-contact

Meetings with the contractors to discuss the CARs are encouraged but not mandatory, unless the
contractor requests.

Disagreements with the contractors and the QARs on the issuance of the CAR, corrective action, missed
ECDs, and follow-up, will be elevated to the NASA QAR for resolution. If not resolved, the appropriate
NT group lead will be notified for resolution and eevated to the branch, divison or directorate, as
appropriate for resolution. The NASA QAR may aso request support from the affected customers, as
required.

CARswill be reported in weekly activity reports and identified in the monthly stoplight chart.

Contractor or govt agencies shdl follow-up on CARs and report status to the NASA QAR

NASA SR& QA CAR processwill be used inlieu of DCMA CAR processes

VERIFY THAT THISISTHE CORRECT VERSION BEFORE USE



Johnson Space Center Safety, Reliability, and Quality Assurance Process for Contract Surveillance

Work Instruction Document No. NT-ADM-011 Revision: B
Date: 03/18/2003 Page 17 of 17
APPENDIX G

PROCESSAUDIT ASSESSMENTS

Process Assessments are an in-depth review of the processes. Once a processis verified, process
assessments support NASA continued oversight, hybrid or ingght of contractor responsibilities and leve of
penetration as related to risk. They are used for interna NASA use, however, results of assessments, may be
provided to the contractor. They are not to be used to “certify” acontractor as being compliant. Lack of a
finding or CAR in a process assessment does not release the contractor from compliance to requirements.
Assessment schedules may be adjusted due to issues or other priorities. The NASA QAR will perform the
following:

Approve scheduled process assessments and provide a quarterly listing to the contractor.

Update the monthly stoplight charts with results of assessments and report completion of assessments
in WARs.

Review audit reports, process assessments from support contractors or delegated government
agencies

NOTE: If aNASA Audit team generates an audit nonconformance record, the data from the audit
record will be entered in aQ-REX CAR.

When requested, provide assessment data to the audit manager and recommend/nonrecommend
NASA audits.

Meet with contractor on assessments, when requested.

Contractor or govt agencies will document and report to the NASA QAR , results of audits or
assessments.

The QAR will make recommendations to the NASA QAR but it isultimatey the NASA QAR
who will make the final determination of acceptability of the report and contractor response.
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